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Problem?



PRIVACY POLICIES, AS THE DE FACTO  
PRIVACY NOTICE MECHANISM, ARE 
LONG AND COMPLEX

201 hours per year on average to read policies 
of services we encounter* 
*(McDonald and Cranor -2008)
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APPROACHES SO FAR? 
Put more lawyers on the task.
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Standardization

• A Nutrition Label for privacy 

• Required providers to act 

• Surprise: They  didn’t.
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Kelley et al., "A nutrition label for privacy." SOUPS’09



Crowdsourcing
• TOSDR.org 

• Limited by volunteers’ availability 

• Available for ~100 policies 

• Unstructured → can only be used for limited 
automated labeling*

!6
*Zimmeck  and Bellovin , "Privee: An Architecture for Automatically 
Analyzing Web Privacy Policies". USENIX Security 2014



Manual work doesn’t scale.

Fails to cope with emerging 
technologies.
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Unstructured  Query (User Questions)
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Read the whole policy? 
Show tables on small screens?

Voice-Activated Devices



Regulation Compliance (e.g. GDPR)

Structured  Query

!"#$%"&'"(#)$)*+,$#,-#$

!"#$%&'(.$#,/01$2-0#3$),-0/(&$

)$'*&+",-.+/&'0"#.&+-#()$1-,"-4#,$/(560'-#/6(

!9

Find Statements About Health Data Sharing
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Solution



Unified Framework for Privacy 
Policies Analysis

pribot.org

POLISIS

Once we automate policies’ analysis, we can 
create a new interface for millions of 
policies with a single program.

Unstructured  Queries

Structured  Queries
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(ML Classifiers)



Policy Segmenter

Text Segmentation into semantically 
coherent segments*

*Glavas et al., "Unsupervised Text Segmentation 
Using Semantic Relatedness Graphs", ACL 2016
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We may need to retain certain information for recordkeeping 

purposes, as required under applicable legal obligations, and/or to 

complete any transactions that you began prior to requesting such 

change or deletion (…) Some of your information may remain within 

our systems and other records, in compliance with applicable law.

Intel’s Privacy Policy

info type

generic

purpose

legal 
requirement

Data 
Retention

E X P E R T  
A N N O T A T I O N S

!"##$%%&'()*)+,*'-.'/01+23',*')145'678'9:%;

EXAMPLE

purposes, as required under applicable legal obligations, and/or to 

change or deletion (…) Some of your information may remain within 
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• 115 annotated policies 
• 23K annotations
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Online Privacy Policies Dataset
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Hierarchical Data Hierarchical Architecture
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Hierarchical Architecture 
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Hierarchical Architecture 
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Category-level Classifier
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Similar architecture for the 21 classifiers

Embeddings size: 300, Number of filters: 200, Filter Size: 3, Dense Layer Size: 100, Batch Size: 40

Loss function: multi-label cross entropy 

130,000 
privacy 
policies from 
Play Store to 
train our 
custom word 
embeddings 
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Structured Querying 
GDPR Compliance as a  Case Study
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What is the GDPR?

The General Data Protection Regulation 

• Approved: 14 April 2016 
• Enforced: 25 May 2018 
• Enforcement: max(€20 million, 4% of the 

worldwide annual revenue): 
• The basic principles for processing, and 

consent, under Articles 5, 6, 7, and 9 
• The data subjects’ rights under Articles 

12-22
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Typically described in 
the privacy policy



How Did Privacy Policies Change?

1. Presentation 
2. Readability 
3. Coverage 
4. Ambiguity 
5. Compliance
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Pre-GDPR Google Privacy Policy Post-GDPR Google Privacy Policy 



Dataset Creation
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Total: 11,440 urls (8,877 are unique) from top 
500 websites in 25 Alexa categories



Wayback Machine for Pre-GDPR Sites
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https://web.archive.org/web/20170707132059/https://www.imdb.com/privacy

Focus on July 2017

Analysis of 3086 privacy policies with valid pre- and post- GDPR versions



Presentation

• Increase of usage of style and 
structural HTML tags between pre- 
and post- GDPR policies 

• User study (N=530) did not reveal 
significant change in the users’ 
perception of the policies.
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Readability

• Policies have become significantly 
longer 

• Policies relying on distinct vocabulary

!28

Metric Pre-GDPR Post-GDPR p

#Words 2073.02 
(1621)

2655.17 
(7500) 0

#Sentences 88.62 (68.15) 118.28 
(598.75)

0.006

Dale-Chall 7.42 (0.7) 7.40 (0.7) 0.26



NLP-based Analysis

Coverage: How many privacy categories where described?
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Coverage Checklist 

1st party… 
3rd party… 
Choice… 
Specific Audience… 
Data Security 
Access, Edit, Delete… 
Data Retention… 
Policy Change… 
Other

A Structured  Query on Polisis Output



Privacy Coverage
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Higher coverage of privacy practices from pre- to post- GDPR



NLP-based Analysis

Ambiguity: How specific is the policy in describing privacy practices?
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A Structured  Query on Polisis Output as FOL clause

What is the purpose for keeping 
prior data?



Ambiguity
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A-Q1: how the first party is obtaining user data.

A-Q2:  how the third party is collecting user data.

A-Q3: the type of information accessed by the first party.

A-Q4: the type of information shared with the third party

A-Q5: the third party receiving user information.

A-Q6: coverage of first party collection purposes relative to 
all possible purposes in our taxonomy.

A-Q7: coverage of third party sharing purposes relative to 
all possible purposes in our taxonomy.

A-Q8: the purpose for the data retention.



NLP-based Analysis

Compliance: How 
much is the privacy 
policy compliant 
with clauses from 
the GDPR?

33 FOL clauses



Compliance

Requirements still missing: 

trulia.com (data retention - Q4): 
 Pre-GDPR: “We will retain your Personal Information 
for as long as you have an active account, as needed 
to provide you with the Services, to comply with our 
legal, financial reporting, or compliance obligations, 
and to enforce this privacy policy.”

Post-GDPR: “We will retain your information for as 
long as necessary to fulfill the purposes outlined in 
this Privacy Policy unless a longer retention period is 
required or permitted by law.”
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http://trulia.com


Compliance
Requirements worsened: 

mckinsey.com (data retention - Q4): 
 Pre-GDPR: “McKinsey would like to know whether a job 
candidate has previously applied. A minimal amount of 
personally- identifiable information will be retained for 
this purpose, and it will be deleted after 5 years.”

Post-GDPR: “McKinsey retains personal data, as 
necessary, for the duration of the relevant business 
relationship. We may also retain personal data for 
longer than the duration of the business relationship 
should we need to retain it to protect ourselves against 
legal claims, use it for analysis or historical record-
keeping, or comply with our information management 
policies and schedules”
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http://mckinsey.com


Compliance

Requirements improved: 

nytimes.com (privacy policy change - Q7) 
 Pre-GDPR: “”

Post-GDPR: “We evaluate this privacy policy 
periodically in light of changing business practices, 
technology and legal requirements. As a result, it is 
updated from time to time. Any such changes will be 
posted on this page. If we make a significant or 
material change in the way we use or share your 
personal information, you will be notified via email 
and/or prominent notice within the NYT Services at 
least 30 days prior to the changes taking effect.”
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http://nytimes.com
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What about privacy choices?



38

Facebook Twitter Google

Users have to navigate complex and heterogenous privacy 
settings menus
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Use ML to 
Identify 
Privacy 

Controls

Map User 
Preferences 
to Control 

Values

Use 
Automation 

to Set the 
Controls

Next Step: automatically understand and apply user privacy 
preferences
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Other Applications of Polisis



4141





Coming Soon!



Users of the app Minutes on our apps Websites analyzed

>35,000 >88,000 >21,000

Impact



Take-aways
• Polisis: 
• Unified framework for querying privacy policies 
• Assisting users, regulators, and researchers 

• Example application: Structured querying for GDPR compliance 
• Privacy policies have become longer on average 
• Some ambiguity in describing the practices is still evident 

• Read more at: 
• Our polisis paper and GDPR paper 
• WIRED: Polisis AI Reads Privacy Policies So You Don't Have To 
• Fast Company: This Data Viz Tool Explains Privacy Policies You're Too Lazy to Read 
• WSJ: Those Privacy Policies Flooding Your Inbox? Print Them Out and They Span a Football Field
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