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Jamie D an’t have a business

where people can n\jnf'a“rrency out of thin air and think
that people who are buying it are really smart.” (2017)
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* November 20 i thereunr ite Paper

(f ® 2015 Ether is born
O
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®* KYC/AML can be more challenging and labor intensive.
* Assets can have a history /provenance. Unlike paper cash, financial Institutions
/3 have to decide how to handle Crypto formerly used in dark markets.
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Regulated crypto custody will allow more institutional buyers -- such as hedge funds and
O pensions -- to invest in cryptocurrency
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* 2015 - virt bject to oversight

* Takes action against unregistered Bitcoin futures exchanges

®* May 2018 guidance for clearinghouses and exchanges planning to list cryptocurrency-related
O derivatives products.
/3‘ DOJ/SEC/FTC, etc -Task Force on Market Integrity and Consumer Fraud (July 2018)
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* Smart Cc _ sreum Solidity code

language — ie 2016 DAO “rec call bug® was used to make multiple

withdrawals when only one should be allowed. $40M USD Ether stolen
N C BGP Hijacks — April 2018 myetherwallet.com users directed to bogus site




®* Money Lc axchanges.

® Access to Users’ private keys — once lost or stolen, they money is gone forever;

vulnerable to hackers, and lost funds are hard to track, much less recover.
O
/‘ Insider Threat
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;) fee, 10 basis

points per mo O million.
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®* Takes up to 48 hours to take money out of cold wallet custody. Various
O “liveness checks” and operational processes to prove authorization and
/3 authentication to move funds to hot wallet.




* Phishing - yasscodes. Use 2FAl

® Pump and dump schemes — with smaller coins

®* Exchange hacks — DDOS attacks, insider threat, code bugs




/s, including schema

to shard back secure locations, only to be

reassembled if necessary and with witnesses and multiple employees.

® Strong Software Integrity checks and QA process




es, RbP protocol,

* Email ac at email address may provide

useful information -

g

®* Commercial Analysis tools such as Chainalysis, Elliptic, etc evaluate
provenance of coins in order for institutions to make a decision




of transactions

* Correctness t s to produce secure protocols and
code, by utilizing programming language techniques to create correct code, and

(f cryptographic protocols with security proofs.
@
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